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AT THE FOREFRONT OF HF/E 

Mica R. Endsley. Combating Information Attacks in the Age of the 

Internet: New Challenges for Cognitive Engineering. pp. 1081–1094. 

Objective: This article provides an overview of the characteristics of misinformation and 
information attack and their effects on the perceptions of the public, with the objective of 
outlining potential solutions and needed research for countering this growing problem. 
Background: Society is facing a significant challenge from the spread of misinformation 
through websites and social media that has driven a divergence in people’s perceptions 
and understanding of basic facts associated with many issues relevant to public policy 
decisions, including the economy, taxation, and the deficit; climate change and the 
environment; and vaccinations and public health and safety. A number of factors are 
driving this fracture, including information presentation challenges that lead to poor 
information understanding, deliberate information attacks, social network propagation, 
poor assessments of information reliability, and cognitive biases that lead to a rejection 
of information that conflicts with preexisting beliefs. Results: A framework for 
understanding information attack is provided, including common sources, features, 
avenues, cognitive mechanisms, and major challenges in overcoming information 
attacks. Conclusion and Application: Potential solutions and research needs are 
presented for improving people’s understanding of online information associated with a 
wide range of issues affecting public policy. 

� Keywords: information attack, false news, misinformation, trust, social media, 
confirmation bias 

AUTOMATION, EXPERT SYSTEMS 

Trent W. Victor, Emma Tivesten, Pär Gustavsson, Joel Johansson, Fredrik 
Sangberg, Mikael Ljung Aust. Automation Expectation Mismatch: 

Incorrect Prediction Despite Eyes on Threat and Hands on Wheel. pp. 
1095–1116. 

Objective: The aim of this study was to understand how to secure driver supervision 
engagement and conflict intervention performance while using highly reliable (but not 



perfect) automation. Background: Securing driver engagement—by mitigating irony of 
automation (i.e., the better the automation, the less attention drivers will pay to traffic 
and the system, and the less capable they will be to resume control) and by 
communicating system limitations to avoid mental model misconceptions—is a major 
challenge in the human factors literature. Method: One hundred six drivers participated 
in three test-track experiments in which we studied driver intervention response to 
conflicts after driving highly reliable but supervised automation. After 30 min, a conflict 
occurred wherein the lead vehicle cut out of lane to reveal a conflict object in the form of 
either a stationary car or a garbage bag. Results: Supervision reminders effectively 
maintained drivers’ eyes on path and hands on wheel. However, neither these reminders 
nor explicit instructions on system limitations and supervision responsibilities prevented 
28% (21/76) of drivers from crashing with their eyes on the conflict object (car or bag). 
Conclusion: The results uncover the important role of expectation mismatches, showing 
that a key component of driver engagement is cognitive (understanding the need for 
action), rather than purely visual (looking at the threat), or having hands on wheel. 
Application: Automation needs to be designed either so that it does not rely on the 
driver or so that the driver unmistakably understands that it is an assistance system that 
needs an active driver to lead and share control. 

� Keywords: human–automation interaction, mental models, shared mental 
models, accident analysis, attentional processes, autonomous driving 

Samuel J. Levulis, Patricia R. DeLucia, So Young Kim. Effects of Touch, 
Voice, and Multimodal Input, and Task Load on Multiple-UAV Monitoring 

Performance During Simulated Manned-Unmanned Teaming in a Military 
Helicopter. pp. 1117–1129. 

Objective: We evaluated three interface input methods for a simulated manned-
unmanned teaming (MUM-T) supervisory control system designed for Air Mission 
Commanders (AMCs) in Black Hawk helicopters. Background: A key component of the 
U.S. Army’s vision for unmanned aerial vehicles (UAVs) is to integrate UAVs into manned 
missions, called MUM-T (Department of Defense, 2010). One application of MUM-T is to 
provide the AMC of a team of Black Hawk helicopters control of multiple UAVs, offering 
advanced reconnaissance and real-time intelligence of flight routes and landing zones. 
Method: Participants supervised a (simulated) team of two helicopters and three UAVs 
while traveling toward a landing zone to deploy ground troops. Participants classified 
aerial photographs collected by UAVs, monitored instrument warnings, and responded to 
radio communications. We manipulated interface input modality (touch, voice, 
multimodal) and task load (number of photographs). Results: Compared with voice, 
touch and multimodal control resulted in better performance on all tasks and resulted in 
lower subjective workload and greater subjective situation awareness, ps < .05. 
Participants with higher spatial ability classified more aerial photographs (r = .75) and 
exhibited shorter response times to instrument warnings (r = −.58) than participants 
with lower spatial ability. Conclusion: Touchscreen and multimodal control were superior 
to voice control in a supervisory control task that involved monitoring visual displays and 
communicating on radio channels. Application: Although voice control is often 
considered a more natural and less physically demanding input method, caution is 
needed when designing visual displays for users sharing common communication 
channels. 

� Keywords: supervisory control, uninhabited aerial vehicles, touchscreens, speech 
user interfaces, multimodal displays 

BIOMECHANICS, ANTHROPOMETRY, WORK PHYSIOLOGY 



Suman K. Chowdhury, Ryan M. Byrne, Yu Zhou, Xudong Zhang. Lumbar 

Facet Joint Kinematics and Load Effects During Dynamic Lifting. pp. 
1130–1145. 

Objective: To examine the lumbar facet joint kinematics in vivo during dynamic lifting 
and the effects of the load lifted. Background: Although extensive efforts have been 
dedicated to investigating the risk factors of low back pain (LBP) associated with load 
handling in the workplace, the biomechanics of lumbar facet joints during such activities 
is not well understood. Method: Fourteen healthy participants performed a load-lifting 
task while a dynamic stereo-radiography system captured their lumbar motion 
continuously. Data from 11 participants were included for subsequent analysis. A 
randomized block design was employed to study the load effect (4.5 kg, 9.0 kg, and 13.5 
kg) on bilateral facet joint motions at approximately 60°, 40°, 20°, and 0° trunk-flexion 
postures. The facet orientations were also examined. Results: Significant load effects 
were found for the flexion and lateral bending and superior-inferior translation of the 
facet joints. The L5-S1 displayed greater lateral bending and twisting, which was due to 
its more posterolateral orientation than the L2-L3, L3-L4, and L4-L5 facet joints. The left-
right asymmetry in facet orientation was observed, most prominently at L3-L4 and L5-S1 
facet joints. Conclusion: The lumbar facet joint kinematics are affected by the 
magnitude of the lifted load and are dependent on the orientations of articulating 
adjacent facets. Application: This study provided new insights into the role of lumbar 
facet joints in vivo during lifting. Alterations in the facet joint kinematics due to vigorous 
functional demand can be one of the primary but overlooked mechanical factors in the 
causation of LBP. 

� Keywords: low back pain, facet orientation, lumbar spine, trunk flexion, dynamic 
stereo X-ray systém 

Sean Gallagher, Mark C. Schall, Jr., Richard F. Sesek, Rong Huangfu. An 
Upper Extremity Risk Assessment Tool Based on Material Fatigue Failure 

Theory: The Distal Upper Extremity Tool (DUET). pp. 1146–1162. 

Objective: Musculoskeletal tissues repeatedly loaded in vitro fail in accordance with 
material fatigue failure theory, and there is evidence to suggest that the same process 
occurs in vivo. The current paper presents a new upper extremity risk assessment tool, 
the Distal Upper Extremity Tool (DUET), predicated on material fatigue failure theory. 
Methods: DUET requires an estimate of force exertion level and the number of 
repetitions performed to derive estimates of damage and probabilities of experiencing a 
distal upper extremity outcome. Damage accrued over multiple tasks may be summed to 
estimate the cumulative damage (CD) accrued over a workday. Validation of this tool was 
performed using five distal upper extremity (DUE) outcomes (involving medical visits and 
pain) from an existing epidemiological database involving data from six automotive 
manufacturing plants. Logistic regression was used to assess the association of the log of 
the DUET CD measure to DUE outcomes. Results: Results demonstrated that the log of 
the DUET CD measure was highly associated with all five DUE outcomes in both crude 
analyses and those adjusted for site, age, gender, and body mass index (p < .01). A 
model relating the continuous DUET log CD score to the probability of the DUE outcome 
Injury + Pain Last Year was developed, which demonstrated a significant dose-response 
relationship. Conclusions: Results suggest that fatigue failure–based risk assessment 
techniques are highly associated with DUE outcomes and provide support for the notion 
that an underlying fatigue failure process may be involved in the development of upper 
extremity musculoskeletal disorders. 

� Keywords: job risk assessment, biomechanics, anthropometry, epidemiology, 
musculoskeletal system, musculoskeletal disorders, cumulative trauma disorders, 
tissue loading, upper extremity, fatigue failure 



HUMAN-COMPUTER INTERACTIONS, COMPUTER SYSTEMS 

Noam Ben-Asher, Joachim Meyer. The Triad of Risk-Related Behaviors 
(TriRB): A Three-Dimensional Model of Cyber Risk Taking. pp. 1163–
1178. 

Objective: We identify three risk-related behaviors in coping with cyber threats—the 
exposure to risk a person chooses, use of security features, and responses to security 
indications. The combinations of behaviors that users choose determine how well they 
cope with threats and the severity of adverse events they experience. Background: End 
users’ coping with risks is a major factor in cybersecurity. This behavior results from a 
combination of risk-related behaviors rather than from a single risk-taking tendency. 
Method: In two experiments, participants played a Tetris-like game, attempting to 
maximize their gains, while exogenous occasional attacks could diminish earnings. An 
alerting system provided indications about possible attacks, and participants could take 
protective actions to limit the losses from attacks. Results: Variables such as the costs 
of protective actions, reliability of the alerting system, and attack severity affected the 
three behaviors differently. Also, users dynamically adjusted each of the three risk-
related behaviors after gaining experience with the system. Conclusion: The results 
demonstrate that users’ risk taking is the complex combination of three behaviors rather 
than the expression of a general risk-taking tendency. The use of security features, 
exposure to risk, and responses to security indications reflect long-term strategy, short-
term tactical decisions, and immediate maneuvering in coping with risks in dynamic 
environments. Application: The results have implications for the analysis of 
cybersecurity-related decisions and actions as well as for the evaluation and design of 
systems and targeted interventions in other domains. 

� Keywords: cybersecurity, risk taking, alerts, adaptive behavior, modeling 

Jaclyn Martin, Chad Dubé, Michael D. Coovert. Signal Detection Theory 
(SDT) Is Effective for Modeling User Behavior Toward Phishing and 

Spear-Phishing Attacks. pp. 1179–1191. 

Objective: To examine the utility of equal-variance signal detection theory (EVSDT) for 
evaluating and understanding human detection of phishing and spear-phishing e-mail 
scams. Background: Although the majority of cybersecurity breaches are due to 
erroneous responses to deceptive phishing e-mails, it is unclear how best to quantify 
performance in this context. In particular, it is unclear whether equal variances can 
safely be assumed in the SDT model, or, relatedly, whether degree of targeting, or threat 
level, primarily affects mean separation or evidence variability. Method: Through an 
online inbox simulation, the present research found that differences in susceptibility to 
phishing and spear-phishing e-mails could be carefully quantified with respect to 
detection accuracy and response bias through the use of an EVSDT framework. Results: 
The results indicated that EVSDT-based point metrics are effective for modeling and 
measuring phishing susceptibility in the inbox task, without the need for parameter 
estimation or model comparison involving unequal-variance SDT (UVSDT). Threat level 
modulated mean separation, with no effects on signal variances. Conclusion: These 
findings support the viability of using EVSDT to initially assess and subsequently monitor 
training effectiveness for phishing susceptibility, thereby providing measures that are 
superior to more intuitive metrics, which typically confound an individual’s bias and 
accuracy. Effects of threat level mapped clearly onto distribution means with no effect on 
variances, suggesting phishing susceptibility primarily reflects temporally stable 
discriminative characteristics of observers. Notably, results indicated that people are 
particularly poor at identifying spear-phishing e-mail threats (demonstrating only 40% 
accuracy). 



� Keywords: decision making, cognition, personality, signal detection theory, 
cybersecurity, human-computer interaction, computer systems 

HUMAN-ROBOT INTERACTION 

Pavlo Bazilinskyy, Joost de Winter. Crowdsourced Measurement of 

Reaction Times to Audiovisual Stimuli With Various Degrees of 
Asynchrony. pp. 1192–1206. 

Objective: This study was designed to replicate past research concerning reaction times 
to audiovisual stimuli with different stimulus onset asynchrony (SOA) using a large 
sample of crowdsourcing respondents. Background: Research has shown that reaction 
times are fastest when an auditory and a visual stimulus are presented simultaneously 
and that SOA causes an increase in reaction time, this increase being dependent on 
stimulus intensity. Research on audiovisual SOA has been conducted with small numbers 
of participants. Method: Participants (N = 1,823) each performed 176 reaction time 
trials consisting of 29 SOA levels and three visual intensity levels, using CrowdFlower, 
with a compensation of US$0.20 per participant. Results were verified with a local Web-
in-lab study (N = 34). Results: The results replicated past research, with a V shape of 
mean reaction time as a function of SOA, the Vshape being stronger for lower-intensity 
visual stimuli. The level of SOA affected mainly the right side of the reaction time 
distribution, whereas the fastest 5% was hardly affected. The variability of reaction times 
was higher for the crowdsourcing study than for the Web-in-lab study. Conclusion: 
Crowdsourcing is a promising medium for reaction time research that involves small 
temporal differences in stimulus presentation. The observed effects of SOA can be 
explained by an independent-channels mechanism and also by some participants not 
perceiving the auditory or visual stimulus, hardware variability, misinterpretation of the 
task instructions, or lapses in attention. Application: The obtained knowledge on the 
distribution of reaction times may benefit the design of warning systems. 

� Keywords: crowdsourcing, reaction times, mental chronometry, psychophysics 

Nicholas Hertz, Eva Wiese. Under Pressure: Examining Social Conformity 

With Computer and Robot Groups. pp. 1207–1218. 

Objective: The authors investigate whether nonhuman agents, such as computers or 
robots, produce a social conformity effect in human operators and examine to what 
extent potential conformist behavior varies as a function of the human-likeness of the 
group members and the type of task that has to be performed. Background: People 
conform due to normative and/or informational motivations in human–human 
interactions, and conformist behavior is modulated by factors related to the individual as 
well as factors associated with the group, context, and culture. Studies have yet to 
examine whether nonhuman agents also induce social conformity. Method: Participants 
were assigned to a computer, robot, or human group and completed both a social and 
analytical task with the respective group. Results: Conformity measures (percentage of 
times participants answered in line with agents on critical trials) subjected to a 3 × 2 
mixed ANOVA showed significantly higher conformity rates for the analytical versus the 
social task as well as a modulation of conformity depending of the perceived agent–task 
fit. Conclusion: Findings indicate that nonhuman agents were able to exert a social 
conformity effect, which was modulated further by the perceived match between agent 
and task type. Participants conformed to comparable degrees with agents during the 
analytical task but conformed significantly more strongly on the social task as the group’s 
human-likeness increased. Application: Results suggest that users may react differently 
to the influence of nonhuman agent groups with the potential for variability in conformity 
depending on the domain of the task. 



� Keywords: compliance and reliance, trust in automation, human–automation 
interaction, decision making, social psychology 

SENSORY AND PERCEPTUAL PROCESSES 

Erik G. Prytz, Caroline Norén, Carl-Oscar Jonson. Fixation Differences in 

Visual Search of Accident Scenes by Novices and Expert Emergency 
Responders. pp. 1219–1227. 

Objective: We sought to investigate whether expert–novice differences in visual search 
behavior found in other domains also apply to accident scenes and the emergency 
response domain. Background: Emergency service professionals typically arrive at 
accidents only after being dispatched when a civilian witness has called an emergency 
dispatch number. Differences in visual search behavior between the civilian witness 
(usually a novice in terms of emergency response) and the professional first responders 
(experts at emergency response) could thus result in the experts being given insufficient 
or erroneous information, which would lead them to arrive unprepared for the actual 
situation. Method: A between-subjects, controlled eye-tracking experiment with 20 
novices and 17 experts (rescue and ambulance service personnel) was conducted to 
explore expert–novice differences in visual search of accident and control images. 
Results: The results showed that the experts spent more time looking at task-relevant 
areas of the accident images than novices did, as predicted by the information reduction 
hypothesis. The longer time was due to longer fixation durations rather than a larger 
fixation count. Conclusion: Expert–novice differences in visual search are present in the 
emergency domain. Given that this domain is essential to saving lives and also relies 
heavily on novices as the first link in the chain of response, such differences deserve 
further exploration. Application: Visual search behavior from experts can be used for 
training purposes. Eye-tracking studies of novices can be used to inform the design of 
emergency dispatch interviews. 

� Keywords: visual search, disaster response, emergency medicine, eye tracking, 
expert–novice differences 

SIMULATION AND VIRTUAL REALITY 

Christoph von Castell, Heiko Hecht, Daniel Oberfeld. Which Attribute of 

Ceiling Color Influences Perceived Room Height? pp. 1228–1240. 

Objective: We investigate effects of the hue, saturation, and luminance of ceiling color 
on the perceived height of interior spaces. Background: Previous studies have reported 
that the perceived height of an interior space is influenced by the luminance of the 
ceiling, but not by the luminance contrast between ceiling and walls: brighter ceilings 
appeared higher than darker ceilings, irrespective of wall and floor luminance. However, 
these studies used solely achromatic colors. We report an experiment in which we extend 
these findings to effects of chromatic ceiling colors. Methods: We presented stereoscopic 
room simulations on a head-mounted display (Oculus Rift DK2) and varied hue (red, 
green, blue), saturation (low, high), and luminance (bright, dark) of the ceiling 
independently of each other. Results: We found the previously reported ceiling 
luminance effect to apply also to chromatic colors: subjects judged brighter ceilings to be 
higher than darker ceilings. The remaining color dimensions merely had a very small 
(hue) or virtually no effect (saturation) on perceived height. Conclusion: In order to 
maximize the perceived height of an interior space, we suggest painting the ceiling in the 
brightest possible color. The hue and saturation of the paint are only of minor 
importance. Application: The present study improves the empirical basis for interior 
design guidelines regarding effects of surface color on the perceived layout of interior 
spaces. 



� Keywords: ceiling color, luminance, brightness, hue, saturation, perceived 
height, interior space, architecture 


