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Nisar Ahmed, Ewart de Visser, Tyler Shaw, Amira Mohamed-Ameen, 
Mark Campbell & Raja Parasuraman. Statistical modelling of networked 
human-automation performance using working memory capacity. pages 
295-318. 

This study examines the challenging problem of modelling the interaction between 
individual attentional limitations and decision-making performance in networked human-
automation system tasks. Analysis of real experimental data from a task involving 
networked supervision of multiple unmanned aerial vehicles by human participants shows 
that both task load and network message quality affect performance, but that these 
effects are modulated by individual differences in working memory (WM) capacity. These 
insights were used to assess three statistical approaches for modelling and making 
predictions with real experimental networked supervisory performance data: classical 
linear regression, non-parametric Gaussian processes and probabilistic Bayesian 
networks. It is shown that each of these approaches can help designers of networked 
human-automated systems cope with various uncertainties in order to accommodate 
future users by linking expected operating conditions and performance from real 
experimental data to observable cognitive traits like WM capacity. Practitioner 
Summary: Working memory (WM) capacity helps account for inter-individual variability 
in operator performance in networked unmanned aerial vehicle supervisory tasks. This is 
useful for reliable performance prediction near experimental conditions via linear models; 
robust statistical prediction beyond experimental conditions via Gaussian process models 
and probabilistic inference about unknown task conditions/WM capacities via Bayesian 
network models. 

 Keywords: networked human-automation systems, predictive statistical models, 
linear and Gaussian process regression, Bayesian networks, inverse reasoning, 
working memory 

Sergio Pizziol, Catherine Tessier & Frédéric Dehais. Petri net-based 
modelling of human–automation conflicts in aviation. pages 319-331. 

Analyses of aviation safety reports reveal that human–machine conflicts induced by poor 
automation design are remarkable precursors of accidents. A review of different crew–



automation conflicting scenarios shows that they have a common denominator: the 
autopilot behaviour interferes with the pilot's goal regarding the flight guidance via 
‘hidden’ mode transitions. Considering both the human operator and the machine (i.e. 
the autopilot or the decision functions) as agents, we propose a Petri net model of those 
conflicting interactions, which allows them to be detected as deadlocks in the Petri net. In 
order to test our Petri net model, we designed an autoflight system that was formally 
analysed to detect conflicting situations. We identified three conflicting situations that 
were integrated in an experimental scenario in a flight simulator with 10 general aviation 
pilots. The results showed that the conflicts that we had a-priori identified as critical had 
impacted the pilots' performance. Indeed, the first conflict remained unnoticed by eight 
participants and led to a potential collision with another aircraft. The second conflict was 
detected by all the participants but three of them did not manage the situation correctly. 
The last conflict was also detected by all the participants but provoked typical automation 
surprise situation as only one declared that he had understood the autopilot behaviour. 
These behavioural results are discussed in terms of workload and number of fired 
‘hidden’ transitions. Eventually, this study reveals that both formal and experimental 
approaches are complementary to identify and assess the criticality of human–
automation conflicts. Practitioner Summary: We propose a Petri net model of human–
automation conflicts. An experiment was conducted with general aviation pilots 
performing a scenario involving three conflicting situations to test the soundness of our 
formal approach. This study reveals that both formal and experimental approaches are 
complementary to identify and assess the criticality conflicts. 

• Keywords: human–machine system, conflict solving, automation surprise, Petri 
net 

Victoria A. Banks, Neville A. Stanton & Catherine Harvey. What the 
drivers do and do not tell you: using verbal protocol analysis to 
investigate driver behaviour in emergency situations. pages 332-342. 

Although task analysis of pedestrian detection can provide us with useful insights into 
how a driver may behave in emergency situations, the cognitive elements of driver 
decision-making are less well understood. To assist in the design of future Advanced 
Driver Assistance Systems, such as Autonomous Emergency Brake systems, it is 
essential that the cognitive elements of the driving task are better understood. This 
paper uses verbal protocol analysis in an exploratory fashion to uncover the thought 
processes underlying behavioural outcomes represented by hard data collected using the 
Southampton University Driving Simulator. Practitioner Summary: This research 
assessed the appropriateness of verbal protocol analysis (VPA) in investigating driver 
behaviour in addition to quantitative data collected using Southampton University's 
Driving Simulator. VPA proved to be a useful extension tool in validating and enhancing 
hard data. A number of practical recommendations have been offered to guide future 
research. 

• Keywords: verbal protocol analysis, pedestrian detection, qualitative data 

Frank Ole Flemisch, Klaus Bengler, Heiner Bubb, Hermann Winner & 
Ralph Bruder. Towards cooperative guidance and control of highly 
automated vehicles: H-Mode and Conduct-by-Wire. pages 343-360. 

This article provides a general ergonomic framework of cooperative guidance and control 
for vehicles with an emphasis on the cooperation between a human and a highly 
automated vehicle. In the twenty-first century, mobility and automation technologies are 
increasingly fused. In the sky, highly automated aircraft are flying with a high safety 
record. On the ground, a variety of driver assistance systems are being developed, and 
highly automated vehicles with increasingly autonomous capabilities are becoming 
possible. Human-centred automation has paved the way for a better cooperation 



between automation and humans. How can these highly automated systems be 
structured so that they can be easily understood, how will they cooperate with the 
human? The presented research was conducted using the methods of iterative build-up 
and refinement of framework by triangulation, i.e. by instantiating and testing the 
framework with at least two derived concepts and prototypes. This article sketches a 
general, conceptual ergonomic framework of cooperative guidance and control of highly 
automated vehicles, two concepts derived from the framework, prototypes and pilot data. 
Cooperation is exemplified in a list of aspects and related to levels of the driving task. 
With the concept ‘Conduct-by-Wire', cooperation happens mainly on the guidance level, 
where the driver can delegate manoeuvres to the automation with a specialised 
manoeuvre interface. With H-Mode, a haptic-multimodal interaction with highly 
automated vehicles based on the H(orse)-Metaphor, cooperation is mainly done on 
guidance and control with a haptically active interface. Cooperativeness should be a key 
aspect for future human–automation systems. Especially for highly automated vehicles, 
cooperative guidance and control is a research direction with already promising concepts 
and prototypes that should be further explored. The application of the presented 
approach is every human–machine system that moves and includes high levels of 
assistance/automation. Practitioner Summary: The aim of this article is to sketch a 
general ergonomic framework of cooperative guidance and control. After a general 
description, the framework is illustrated through descriptions of two examples for which 
prototype embodiments have been developed and preliminary evaluations conducted. 
Major findings of pilot studies show good system performance and acceptance. 

• Keywords: ergonomics, assistance, automation, shared control, cooperative 
guidance and control, human–machine integration 

Makoto Itoh & Toshiyuki Inagaki. Design and evaluation of steering 
protection for avoiding collisions during a lane change. pages 361-373. 

This paper discusses the design of a driver assistance system for avoiding collisions with 
vehicles in blind spots. The following three types of support systems are compared: (1) a 
warning system that provides the driver with an auditory alert, (2) a ‘soft’ protection 
system that makes the steering wheel stiffer to tell the driver that a lane-change 
manoeuvre is not recommended and (3) a ‘hard’ protection system that cancels the 
driver's input and controls the tyre angle autonomously to prevent lane departure. The 
results of an experiment showed that the hard protection system was more effective for 
collision avoidance than either the warning or the soft protection system. The warning 
and soft protection systems were almost the same in terms of collision avoidance. The 
results suggest that the human-centred automation principle, which requires the human 
to have the final authority over the automation, can be violated depending on the 
context. Practitioner Summary: This paper compared three types of driver assistance 
systems for avoiding collisions with vehicles in blind spots: a warning system, soft 
protection system and hard protection system. The ‘hard’ protection system was the 
most effective for maintaining safety and was as readily accepted by drivers as the soft 
protection system was. 

• Keywords: adaptive automation, protection, safety, advanced driver assistance 
systems, lane change 

Steffen Walter, Cornelia Wendt, Jan Böhnke, Stephen Crawcour, Jun-
Wen Tan, Andre Chan, Kerstin Limbrecht, Sascha Gruss & Harald C. 
Traue. Similarities and differences of emotions in human–machine and 
human–human interactions : what kind of emotions are relevant for 
future companion systems? pages 374-386. 



Cognitive-technical intelligence is envisioned to be constantly available and capable of 
adapting to the user's emotions. However, the question is: what specific emotions should 
be reliably recognised by intelligent systems? Hence, in this study, we have attempted to 
identify similarities and differences of emotions between human–human (HHI) and 
human–machine interactions (HMI). We focused on what emotions in the experienced 
scenarios of HMI are retroactively reflected as compared with HHI. The sample consisted 
of N = 145 participants, who were divided into two groups. Positive and negative 
scenario descriptions of HMI and HHI were given by the first and second groups, 
respectively. Subsequently, the participants evaluated their respective scenarios with the 
help of 94 adjectives relating to emotions. The correlations between the occurrences of 
emotions in the HMI versus HHI were very high. The results do not support the 
statement that only a few emotions in HMI are relevant. Practitioner Summary: This 
study sought to identify the relevant emotions in different technical domains their 
companion systems tend to use. Overall, the 20 essential emotions found as highly 
relevant for HMI were as follows: (i) positive, i.e. satisfied, pleased, happy, relieved, 
pleasant, well, serene, optimistic, confident and self-confident and (ii) negative, i.e. 
annoyed, aggravated, impatient, angry, unsatisfied, displeased, irritable, frustrated, 
enraged and tense. 

• Keywords: companion system (CS), emotions, human–machine interaction 
(HMI), human–human interaction (HHI) 

Nastaran Dadashi, John R. Wilson, David Golightly & Sarah Sharples. A 
framework to support human factors of automation in railway intelligent 
infrastructure. pages 387-402. 

Technological and organisational advances have increased the potential for remote 
access and proactive monitoring of the infrastructure in various domains and sectors – 
water and sewage, oil and gas and transport. Intelligent Infrastructure (II) is an 
architecture that potentially enables the generation of timely and relevant information 
about the state of any type of infrastructure asset, providing a basis for reliable decision-
making. This paper reports an exploratory study to understand the concepts and human 
factors associated with II in the railway, largely drawing from structured interviews with 
key industry decision-makers and attachment to pilot projects. Outputs from the study 
include a data-processing framework defining the key human factors at different levels of 
the data structure within a railway II system and a system-level representation. The 
framework and other study findings will form a basis for human factors contributions to 
systems design elements such as information interfaces and role specifications. 
Practitioner Summary: The framework reported in this paper can become the basis for 
human factors guidance of engineers, developers and business analysts in developing 
appropriate levels of information display, automation and decision aid into rail II. 
Guidance will be aimed at the different functions and activities within multi-layered, 
multi-agent control. 

• Keywords: rail systems, intelligent infrastructure, complex systems, automation, 
human factors guidance 

Neville A. Stanton. Representing distributed cognition in complex 
systems : how a submarine returns to periscope depth. pages 403-418. 

This paper presents the Event Analysis of Systemic Teamwork (EAST) method as a 
means of modelling distributed cognition in systems. The method comprises three 
network models (i.e. task, social and information) and their combination. This method 
was applied to the interactions between the sound room and control room in a 
submarine, following the activities of returning the submarine to periscope depth. This 
paper demonstrates three main developments in EAST. First, building the network 
models directly, without reference to the intervening methods. Second, the application of 



analysis metrics to all three networks. Third, the combination of the aforementioned 
networks in different ways to gain a broader understanding of the distributed cognition. 
Analyses have shown that EAST can be used to gain both qualitative and quantitative 
insights into distributed cognition. Future research should focus on the analyses of 
network resilience and modelling alternative versions of a system. Practitioner 
summary: This paper presents a practical method for analysing and evaluating 
distributed cognition in complex systems. The Event Analysis of Systemic Teamwork 
(EAST) method presents task, social and information network models both individually 
and combined. The network models can be analysed qualitatively by visual inspection 
and quantitatively using network analysis metrics. 

• Keywords: distributed cognition, networks, team work, submarine 

Chris W. Johnson. Anti-social networking: crowdsourcing and the cyber 
defence of national critical infrastructures. pages 419-433. 

We identify four roles that social networking plays in the ‘attribution problem’, which 
obscures whether or not cyber-attacks were state-sponsored. First, social networks 
motivate individuals to participate in Distributed Denial of Service attacks by providing 
malware and identifying potential targets. Second, attackers use an individual's social 
network to focus attacks, through spear phishing. Recipients are more likely to open 
infected attachments when they come from a trusted source. Third, social networking 
infrastructures create disposable architectures to coordinate attacks through command 
and control servers. The ubiquitous nature of these architectures makes it difficult to 
determine who owns and operates the servers. Finally, governments recruit anti-social 
criminal networks to launch attacks on third-party infrastructures using botnets. The 
closing sections identify a roadmap to increase resilience against the ‘dark side’ of social 
networking. Practitioner Summary: This paper provides readers with an overview of 
state-sponsored cyber-attacks. I show how many of these threats have exploited social 
networks and social media. The aim was to alert practitioners to the dark side of 
computing, where attackers learn to exploit new interaction techniques and new forms of 
working. 

• Keywords: cyber defence, national critical infrastructures, software security 

Fabian Adelt, Johannes Weyer & Robin D. Fink. Governance of complex 
systems: results of a sociological simulation experiment. pages 434-448. 

Social sciences have discussed the governance of complex systems for a long time. The 
following paper tackles the issue by means of experimental sociology, in order to 
investigate the performance of different modes of governance empirically. The simulation 
framework developed is based on Esser's model of sociological explanation as well as on 
Kroneberg's model of frame selection. The performance of governance has been 
measured by means of three macro and two micro indicators. Surprisingly, central 
control mostly performs better than decentralised coordination. However, results not only 
depend on the mode of governance, but there is also a relation between performance 
and the composition of actor populations, which has yet not been investigated 
sufficiently. Practitioner Summary: Practitioners can gain insights into the functioning 
of complex systems and learn how to better manage them. Additionally, they are 
provided with indicators to measure the performance of complex systems. 

• Keywords: governance, control, complexity, agent based modelling and 
simulation (ABMS), model of sociological explanation 

P.A. Hancock. Automation : how much is too much? pages 449-454. 



The headlong rush to automate continues apace. The dominant question still remains 
whether we can automate, not whether we should automate. However, it is this latter 
question that is featured and considered explicitly here. The suggestion offered is that 
unlimited automation of all technical functions will eventually prove anathema to the 
fundamental quality of human life. Examples of tasks, pursuits and past-times that 
should potentially be excused from the automation imperative are discussed. This 
deliberation leads us back to the question of balance in the cooperation, coordination and 
potential conflict between humans and the machines they create. Practitioner 
Summary: The reason for this work is to examine how much automation is too much. 
The investigational form is synthetic in nature. The major finding is – it depends? Each 
design decision of practitioners as to what to automate and when is, therefore, critical 
and fateful 

• Keywords: automation, limitations, design restrictions 

Patrik Stensson & Anders Jansson. Autonomous technology – sources of 
confusion: a model for explanation and prediction of conceptual shifts. 
pages 455-470. 

Today, autonomous is often used for technology with a more intelligent self-management 
capability than common automation. This concept usage is maladaptive, ignoring both 
the distinction between autonomy and heteronomy according to Kant's categorical 
imperative and that the meaning of autonomy implies qualities technology cannot have. 
Being autonomous is about having the right to be wrong, a right justified by 
accountability and insightful understanding of real-life values, and it is about being 
externally uncontrollable. The contemporary use of autonomy as well as similar concepts 
is discussed and a model is presented showing how six sources of confusion interact in a 
vicious circle that impede human authority and autonomy. Our goal is to sort out these 
confusions and contribute to a development in which the different roles of machines and 
people, and human responsibilities, are explicated rather than blurred, which should 
facilitate the forming of truly beneficial and complementary systems. Practitioner 
Summary: The maladaptive use of autonomous and similar human concepts for 
technological systems is discussed in relation to the current situation for human–systems 
interaction. A model is presented combining six sources of confusion into a vicious circle 
that predict two problems that lead to reduced human authority. 

• Keywords: autonomous, automation, human–machine interaction, ethics, risk 
analysis 


